
PROTECTYOURBUSINESS

CYBERSECURITY:TOPTASKS
Therewasacyberattackroughlyevery39secondsin2022.Thatmeansmore
than2200attacksdaily.Protectyourbusinesswiththesebestpractices.

UPDATEYOURSOFTWARE

Softwarecompaniesoffernewversionsnot
onlytoupdatefeaturesbutalsotofixknown
bugsandupgradesecurity.Don'tignorethose
updatenotifications,astheycouldinclude

valuableprotection.

ENABLETWO-FACTOR
AUTHENTICATION(F2P)

Addanextralayerofprotectionbyrequiring
addedinformationtoverifyidentityontop
oftheusernameandpassword.Itlimits

potentialcompromise.

CHECKLINKSBEFOREYOUCLICK

Whatyouseemaynotbewhatyouget.
HoveroverthetargetURLofthelinktosee
whereitisgoingbeforeclicking.

******

HTTPS

DOUBLECHECKSITES
FORHTTPS

Onlyencryptedwebsiteswillbemarked
HTTPSbymostbrowsers.Thismarksthesite
asmoretrustworthyandsecure.Don'tenter

dataonHTTP-onlysite.

USESTRONGPASSWORDS

Creatingmorecomplexpasswordstakesa
littlemoreeffort.Withpasswordmanagers,
youdon'thavetoworryaboutremembering
strongercredentials.Plus,youcanavoid
repeatingpasswordsacrossaccounts.

AVOIDPUBLICNETWORKS

Wi-Fihotspotsofferconvenience,butyou
sacrificesecurity.Apublicconnectioncould
beunencrypted,hijacked,orleaveyou
vulnerabletomalware,viruses,andlog-in

credentialtheft.

BACKUPDATA

Backupimportantdataatleastweekly,or
evendaily.Thiscanprotectyourdatafrom
maliciousaction,naturaldisasters,orother

accidentsthatcausedataloss.

SCANEXTERNALDEVICES
FORVIRUSES

Externalstoragedevicescanbeinfected
withmalware.Beforeconnectingremovable
devicestoyourcomputer,scanthemfor

virusesandthreats.

DON'TLEAVEDEVICES
UNATTENDED

Alwayskeepyourdeviceswithyouto
preventlossortheft.Plus,you'llavoid
thievesaccessingyourpasswordsorother
importantorconfidentialdata.

PROTECTMOBILEDEVICES

Keepyourdevice'soperatingsystemupto
date.LockyourdevicewithaPINanduse
dataencryptionwherepossible.Also,install

onlyappsfromtrustedsources.

YOUR
LOGO

HAVEARISK
MANAGEMENTPLANS

Acybersecurityplancoveringstrategyand
proceduresandoutlininghowyourbusiness
willreacttoattackscanhelpyoucutriskand

reactmorequickly.

EDUCATEEMPLOYEES

AccordingtoVerizon,82%ofbreaches
involvehumanerrorsormisuse.Teach
employeesaboutbasiccybersecurity
andensuretheyconsistentlyfollowbest

practicestoreduceyourrisk.

Takeaction.Nomatteryourbusinesssizeorindustry,youarealwaysatargettohackers.


